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[bookmark: _Toc225764943]1.		PURPOSE OF THIS DOCUMENT 
 
1.1 Mid and East Antrim Borough Council (MEABC) is continuing its improvement journey to ensure services continue to improve outcomes for the residents of the borough. This Strategy and the supporting documents aim to provide a clear explanation of Risk Management and the expectations placed on Elected Members, Officers and other stakeholders of the Council about the identification, assessment, management, monitoring, and mitigation of risk. It aims to assist in decision-making and direct actions where activities and proposals are deemed of significant risk, as well as setting expectations regarding how risks at different levels will be managed by the Council.
 
1.2 MEABC believes that the control of risk is an inherent function of management. The simplest structure to support the successful embedding of risk management is to align risk ownership with Council’s management. As Senior Management Team are responsible for achieving Council objectives, so are they responsible for managing the risks to those objectives. However, all employees of the Council have a duty to ensure that any risks that could impact upon the achievement of the Council’s objectives are understood and managed. 

[bookmark: _Toc225764944]2.		DEFINITIONS 
 
2.1 	It is important that key terms within the risk strategy are understood. These are outlined below:  

Risk: A risk is a potential threat or a possible future event that could negatively impact MEA’s ability to achieve its objectives. Each risk is typically assessed by taking account of:

· the impact of the threat or hazard. This focuses on the impact or consequence of the risk materialising on the Council’s objectives. 
· the frequency or likelihood of the risk occurring. This focusses on the probability of the threat or hazard occurring. 

Risk Management: This is the process through which risks are identified, assessed, managed, mitigated and monitored.

Risk Appetite: - This is the amount and type of risk the Council is willing to pursue, retain, or accept to achieve its strategic objectives, set out in a risk appetite statement. It acts as a framework for decision-making, setting boundaries on acceptable risk-taking and defining "red lines" to avoid, such as regulatory breaches or reputational damage.

Risk Register: A risk register is a formal management tool used to record, assess and monitor risks that could affect the council’s ability to deliver services, meet statutory obligations, and achieve strategic objectives. 

Inherent Risk: This represents an assessment of the impact and likelihood of a risk event occurring if no mitigation measures or controls have been applied. 

Residual Risk: This represents an assessment of the impact and likelihood of a risk event occurring even after controls and mitigation measures have been implemented. It reflects the Council’s current exposure, taking into account the effectiveness of existing controls.

Target Risk: This represents an assessment of the desired level of risk expressed through an assessment of impact and likelihood that the Council aims to achieve after controls and mitigation measures have been applied. It represents the level of acceptable risk, recognising that even with effective controls in place, some degree of risk will always remain and cannot be entirely eliminated.

Controls: These are the policies, procedures and mechanisms that are place to manage risks. They may be preventative, detective or corrective.

Actions: These are the measures that need to be taken to improve management of a risk. Action may be required if there is a gap between the residual (current) risk assessment score and the target (acceptable) risk score.
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3.1	The Local Government (Accounts and Audit) Regulations 2015 sets out the responsibilities and duties of Council for financial management and internal controls and includes reference to the management of risk at para 4 (b): “The local government body (must) have a sound system of internal control which includes arrangements for the management of risk”. 
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4.1	This Strategy and Policy Framework forms part of MEA’s corporate governance arrangements. It clearly sets out the commitment to risk management and provides a framework for embedding the approach across the organisation. It confirms clear roles and responsibilities and enables the Council to demonstrate appropriate decision making supported by evidence-based assessment of risk. It should be read in conjunction with the Council’s risk appetite statement.
[bookmark: _Toc225764947]5.		KEY PRINCIPLES

5.1	The key principles of MEABC’s approach to risk management are set out in Table 1 (below): 

Table 1 – MEA Risk Management Principles
 
	We are risk aware.
	· Staff are aware of, scan for emerging risks and have visibility of risks and controls they have responsibility for. 
· There is evidence of risk management training and familiarisation on risk management. 
· Staff are supported to report risks, to share learning and contribute to continuous improvement. 

	We understand and apply our risk appetite.
	· Risks are monitored and managed in line with the Council’s defined risk appetite thresholds to support the achievement of strategic and operational objectives. 
· Any decision or activity that may expose MEABC to risks beyond the approved risk appetite is subject to impact assessment and must be escalated through appropriate channels. 
· The rationale and outcome of any escalation decision are formally documented in accordance with Council and Committee requirements.

	We think about risk and opportunity.
	· Staff are encouraged to innovate, collaborate and be entrepreneurial where there are opportunities to be explored within a stated risk appetite. 
· Staff are encouraged to continually look for efficiency improvements without impacting service delivery to ensure costs are in line with strategic objectives. 

	We own our risks.
	· Risk owners are clearly identified and accountable. 
· Risks requiring senior management or member oversight will be promptly presented by the relevant director. 

	We will respond proportionately.
	· All directors, managers and staff should feel empowered to mitigate risks to an appropriate level and/or de-escalate risks. 
· We will report openly on risks and be supported as part of our improvement and learning culture. 
· We will encourage informed risk taking, management and learning, but will not tolerate behaviours that breach our code of conduct, governance, and values & behaviours. 
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6.1	The level of risk we are prepared to tolerate or accept in the pursuit of our strategic objectives is defined as our Risk Appetite Statement (see Appendix 2). Our aim is to consider all available options to respond to risk appropriately and to make informed, balanced decisions that maximise the likelihood of successful delivery while ensuring an acceptable level of value for money. We recognise that effective risk management does not seek to eliminate all risk, but to understand, manage, and optimise it in line with our strategic priorities.

6.2	The acceptance of risk is subject to ensuring that all potential benefits and risks are fully understood and that appropriate measures to mitigate risk are established before decisions are made. 

6.3	The attitude towards risk can differ across our service units and risk types, from risk averse to risk taking. If we are unnecessarily averse to risk, we may miss good opportunities. However, in taking some risks it is important not to overextend into territory where the Council cannot afford the possible consequences. For instance, we might accept more risk in trying to achieve strategic objectives where innovative approaches are needed to implement imaginative plans. If we try to reduce the risk level too much, we may become caught up in measures to prevent things going wrong, spending more on these controls than on the effort we can contribute to ensure success. 

6.4	Conversely, MEABC may consider it wise to be very much more careful, having a lower risk appetite, where looking after money is concerned, such as in using measures to control fraud, etc. Here the Council may want to consider what an acceptable risk level would be for quite a low score. The Council may also wish to consider the availability of mitigation (e.g., insurance) in determining this. 

6.5	Setting different levels for risk appetite across different risk categories will provide a starting point when considering how much effort to put into controlling risks. It can help enable decisions to be made on a cost-benefit basis. For some risks this may mean introducing additional controls, while for others, existing controls may be relaxed as a less cautious attitude to risk, or a more positive approach to risk-taking, is found acceptable. Understanding and setting a clear risk appetite level should be done before considering how to treat a risk. 

6.6	Good practice is to use the risk appetite statement as a practical tool that guides decision-making, ensures consistent risk management across the organisation and helps allocate resources proportionately. When assessing risk, it is important to compare the current level of risk with the defined appetite to determine where further action is required, prioritise controls and resources, guide decision making, determine escalation and support audit planning.

6.7	Certain key functions may elect to create risk appetite statements that help guide their risk decision-making (e.g. IT). Such statements should be consistent with the Council’s overall risk appetite statement.

[bookmark: _Toc225764949]7.		RISK MANAGEMENT (REGISTER) LEVELS

7.1	MEA Council will apply risk management at the following levels:

Corporate Risk Register: A Corporate Risk Register will be maintained and reviewed on a quarterly basis by the Senior Management Team. This register will capture risks that have a significant Council wide impact and/or risks that cannot be effectively managed solely at a directorate or service level because more senior support or intervention is required. Corporate risks sit at the highest level of the council and cut across multiple departments and service areas. The Corporate Risk Register will capture the ‘three lines of defence’ in place to give assurance over management of the risk i.e. management control, oversight and independent assurance e.g. internal audit (see Appendix 1 for more information).

Service Risk Register: Service risk registers will be maintained at service level and managed on a day-to-day basis at Tier 3 / Assistant Director level in consultation with their teams, with oversight provided at Director level. Service risk registers will capture risks at a service level that could have an impact on the successful delivery or achievement of service objectives. Service risk registers will be reviewed on a monthly basis, and the review will be recorded on registers. As noted above (under corporate risks), it is possible that risks may be identified at a service level that need to be considered for escalation to the Corporate Risk Register.

Major Programme, partnership and project risks: Risk registers should be established for all major programmes, partnership and projects where significant risks could influence outcomes, delivery milestones or benefits realisation (including collaboration with customers, third parties and partners). This may include programmes, partnerships and projects that are externally funded and where there are governance requirements set by funders to establish risk management arrangements. 

The Council’s Programme Management Office (PMO) operates within an agreed governance structure. As part of this structure, a clear and consistent risk management approach is applied to every project within the PMO portfolio from initiation through to closure. Each project is required to maintain an up‑to‑date Risk Register. Risks are reviewed on an ongoing basis as part of routine project monitoring to ensure timely decision making and proactive management. Where risks exceed the agreed project tolerance levels or have the potential to impact wider programme outcomes, they are then escalated to the Programme Board in line with established governance structures. This ensures the risk receive the appropriate level of oversight and the appropriate programme level intervention takes place. This structured approach implemented by the PMO supports consistent risk visibility, informed decision making, and robust governance across the full portfolio of projects delivered within the PMO.

Unless otherwise required, major programme, partnership and project risk registers should be reviewed on a monthly basis.

Other Risk Registers: It is possible that more specific risk registers / risk management arrangements may be required. This could include, for example, where more technical assessment and analysis of risks in areas where there is a high, inherent level of risk is required, such as IT technical risks. In such instances, unless otherwise required, these registers should be reviewed on a monthly basis.

7.2	Note: it is possible that external funders / providers may have slightly different scoring / assessment models e.g. for major projects. In these cases, the most important thing is that there is a robust process to identify, assess, respond to and manage risks – even if it differs in some respects from the Council’s own approach.
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8.1	Figure 1 (below) illustrates the main stages of the risk management cycle. These stages apply regardless of the level of the risk / risk register:

Figure 1 – MEA Risk Management Cycle
 




8.2	A. IDENTIFY RISK

8.2.1	This process involves identifying the risks that exist that could threaten the achievement of objectives. These could include, for example, strategic, operational, compliance (regulatory, policy or process related), financial and reputational risks. In addition to identifying potential threats, consideration should also be given to identifying risks that, if managed appropriately, present opportunities for improvement, innovation or enhanced outcomes. Recognising both threats and opportunities ensures a balanced and proactive approach to risk identification.

8.2.2	In thinking about identifying risks, it is sometimes useful to consider the ‘if’ and ‘then.’ For example, ‘if we do not ensure that our staff are properly trained, then there is a risk that we will not comply with regulations.

8.3	B. ASSESS RISK

8.3.1	Risk assessment criteria have been established to enable risks to be assessed. The Council has adopted a ‘4 x 4’ model, based on assessment of the risk likelihood and impact. 

i) Likelihood Assessment

8.3.2	The likelihood of a risk materialising is a judgement, assessed as follows:

Table 2 – Risk Likelihood - Assessment Criteria
	Score 
	Degree of Likelihood 
	Likelihood Definition 

	4 
	Very Likely 
	This uncertainty is very likely to occur within the next 1 -12 months or is occurring: 

110 -75% chance of occurring. 

	3 
	Likely 
	This uncertainty is likely to occur at least once every 1 to 2 years. 

75-50% chance of occurring. 

	2 
	Unlikely 
	This uncertainty is likely to occur and may do so within the next 2 to 3 years. 

50 – 25% chance of occurring. 

	1 
	Extremely Unlikely 
	This uncertainty is extremely unlikely to occur but may do so in at least 3 years’ time. 

25 – 0% chance of occurring. 



ii) Impact Assessment
8.3.3	The impact of the risk event occurring similarly needs to be considered so that the detriment to the Council, service or project can be assessed. This is a consideration of how severely the organisation would be affected if the risk transpires. Essentially it is understanding if the forecast risk event actually happens then what will that do to the organisation or the service or project it delivers? There needs to be a particular focus on the impact on residents as well as the operational ability of the Council. 

8.3.4	The potential impact is expressed in terms of severity of the consequences should a risk occur. The table below sets out the different considerations that should be made when determining the impact score. The process is likely to involve a degree of judgement to determine an appropriate risk impact score. Table 3 (below) provides guidance.

Table 3 – Risk Impact - Assessment Criteria
	Score
	Corporate Aims
	Financial
	Staff
	Operational
	Stakeholders

	4
	Actual/potential adverse significant impact to the achievement of a number of Council corporate aims and objectives.
	Additional expenditure/Loss of service income including associated costs of >12.5% of revenue at corporate level.
	e.g. loss of key staff at SMT level, lengthy strike action, drop in morale due to loss of key staff.
	e.g. catastrophic fall in service levels, failure of major partnership, complete failure in service standards.
	e.g. affects all major stakeholders with long- term impact on public memory causing damage to reputation.

	3
	Actual/potential adverse impact on a limited number of Council corporate aims and objectives and significant impact on specific service level priorities and targets.
	Additional expenditure/loss of service income including associated costs of between 5% and 12.5% of revenue at service level.
	e.g. significant loss of key staff at service level, strike action, drop in morale due to new delivery issues.
	e.g. significant fall in service levels, project deadlines not achieved, serious disruption in service standards.
	e.g. affects more than one group of stakeholders with widespread medium- term impact on reputation.

	2
	Medium impact on service level priorities and targets.
	Additional expenditure/loss of service income including associated costs of between 1.5% and 5% of revenue at service level.
	e.g. loss of a number of key staff at service level, health/illness epidemic, shrinking skilled labour market.
	e.g. moderate fall in service levels, major partnership relationships strained.
	e.g. affects more than one group of stakeholders but only short-term impact on reputation.

	1
	Minor impact on service level priorities and targets.
	Additional expenditure/loss of service income including associated costs of 1.5% of revenue at service level.
	e.g. limited staff lost at service level, ongoing absenteeism.
	e.g. small fall in service levels, some minor quality standards are not met.
	e.g. affects only one group of stakeholders with minimum impact on performance.





iii) Overall Risk Assessment 

8.3.5	Based on the product of the risk likelihood and impact scores, an overall risk score is produced. See Table 4 (below). We have divided this range of scores into bands with the highest being 9 to 16 (red) high, 6 to 8 (orange) moderate, 1 to 4 (yellow) low. The highest band risks are treated with the highest priority, considering that it is desirable, where possible, to reduce the scores by some means until they are no longer red, or higher, where possible. Those risks that are managed at scores below 9 have been considered well managed and within the Council’s risk appetite. 

8.3.6	Any service or major project risk with a combined “score” of 12 or higher, should be considered by a director and escalated for possible consideration as a Corporate risk, though the scoring is only one element of consideration for inclusion in the Corporate Risk register. 

Table 4 – MEA Risk Matrix

	Impact 
	
	

	Major 
	4 
	4 
	8 
	12 
	16 

	Significant 
	3 
	3 
	6 
	9 
	12 

	Moderate 
	2 
	2 
	4 
	6 
	8 

	Low 
	1 
	1 
	2 
	3 
	4 

	 
	1 
	2 
	3 
	4 

	
	Extremely Unlikely 
	Unlikely 
	Likely 
	Very 
Likely 

	Likelihood



8.3.7	Risk should be assessed / scored at the following levels:

· ‘inherent’ i.e. before controls are applied;
· ‘residual’ i.e. after controls have been applied (this is sometimes referred to as the 'current' level of risk; and
· ‘target’ risk i.e. the level of risk we want to achieve / accept.

8.3.8	Risks will be aggregated and recorded in risk registers (see 7.1 above).

8.4	C. RESPOND TO RISK

8.4.1	When a risk is identified, it is important to consider how managers should respond in order to minimise the likelihood and/or impact of the risk occurring. Any response should be proportionate and cost-effective, ensuring that the cost and effort required to implement a control are not disproportionate to the expected benefits. The different ways to manage risk are summarised below (they are not always mutually exclusive): 

Treat – Using control countermeasures to mitigate impact or likelihood. This includes ensuring the effectiveness of existing mitigations and implementing new controls when deemed necessary and cost effective.

Transfer – This involves another party bearing or sharing the risk, e.g., through insurance or strategic partnerships – so that the financial or operational burden is not borne solely by the Council. 

Tolerate – Accepting the risk where it is not possible to treat or transfer. In these cases, consideration needs to be given to how the risk, and its consequences will be managed should they occur. This may require developing contingency plans, which is why Business Continuity has such an important role to play in risk management, as it creates capacity to tolerate a certain degree of risk.

Terminate – Deciding, where appropriate, not to continue or proceed with the activity where the level of exposure is unacceptable and cannot be reduced to an acceptable level through other means.

Sometimes a fifth response is added; Take – as in “take the opportunity.” This is important as our risk management framework may include risk events with favourable impacts as well as those with adverse impacts. 

In reality the council will use a mixture of the different kinds of responses to address each risk. 

8.4.2	In addition to established controls, management may need to take additional actions to mitigate risks.

8.4.3	To reduce or negate a risks impact or likelihood, each risk will have one or more additional actions assigned to it. The indicative timeframes by which additional actions should be implemented are defined in Table 5 (below). It is accepted that, on occasions, the complexity of implementing mitigating actions may impact on timeframes.



Table 5 – Indicative Timeframes for addressing risk actions

	Criticality 
Ratings 
	Definition 
	Timeframe for implementation 
	Ownership 

	High 
	Significant actions that should be allocated to senior management to undertake. 
	Significant progress or agreement on a specific action plan, with allocated ownership of actions, ensuring that implementation starts within 1 month. 
	Senior 
Management 

	Medium 
	Important actions which should be undertaken by management in their areas of responsibility. 
	Significant progress or agreement on a specific action plan with allocated ownership of actions, ensuring that implementation starts within 2 to 4 months. 
	Line 
Management 

	Low 
	Actions of a minor nature that can be resolved with limited time and effort. 
	Significant progress or agreement on a specific action plan with allocated ownership of actions, ensuring implementation starts within 4 to 12 months. 
	Line 
Management, or delegated staff 



8.5	D. MONITOR & REPORT

8.5.1	Proactive, regular discussion, re-assessment and review of risks and controls – along with monitoring the implementation of related risk actions is key to embedding effective risk management across the Council. Consistent engagement ensures that risks remain current, controls remain effective, and emerging issues are identified early.

8.5.2	The Corporate Risk Register will be reviewed by Directors and SMT on a quarterly basis, before being presented to the Audit & Scrutiny Committee (in line with the Committee calendar). Any changes, new identified risks, and any additional actions due for implementation are reviewed, ensuring all decisions and actions are recorded for accountability and tracking. 

8.5.3	Directors will complete Governance Statements every 6 months that will confirm the adequacy of their arrangements for the management of the risks and related control and governance arrangements that they are responsible for. These statements will form a key source of assurance for the Council’s Annual Governance Statement, which is included in the Council’s Annual Financial Statements. The Annual Governance Statement will be submitted to the Audit & Scrutiny Committee for review and approval and will be subject to external audit. 

8.5.4		Each directorate uses Service Risk Registers across its service areas to manage risk and discussions on risk should take place on a regular basis with service risk registers updated on a monthly basis. Any changes, new identified risks, and any additional actions due for implementation are reviewed, ensuring all decisions and actions are recorded for accountability and tracking. 

8.5.5	The update of major project risk registers should take place on a monthly basis. However, where external funders provide different guidance/templates for project risk management, funding conditions should be complied with. Any changes, new identified risks, and any additional actions due for implementation are reviewed, ensuring all decisions and actions are recorded for accountability and tracking. 
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9.1	The table below summarises roles and responsibilities for risk management.

	Person(s)
	Role and Responsibilities

	Elected Members

	· Approval of Risk Management Strategy and Framework and Risk Appetite Statement (Corporate Resources, Policy & Governance Committee).
· Oversight of the Council’s risk management framework, assurance and internal controls, ensuring that the principles, roles and responsibilities and overall approach are appropriate and operating effectively (A&S Committee).

	Chief Executive / Directors / Senior Management Team
	· Coordinating risk management activities across Council and reporting to Elected Members on the management of risk. 
· Making conservative and prudent recognition and disclosure of the financial and non-financial implications of risks. 
· Management of key corporate risks that they have responsibility for, including quarterly reviews.
· Determining the Council’s risk appetite and managing risk in line with this appetite.
· Determining / approving the Council’s Risk Management Strategy and Framework.
· Oversight and monthly monitoring of service and major project risk management arrangements / registers that they have responsibility for, including monitoring of the implementation of risk actions and identifying risks for potential escalation to Corporate Risk Register.
· Ensuring risk management is embedded in their service / functional areas of responsibility.
· Completion of mid-year and year end assurance statements (Directors).
· Completion / approval of Annual Governance Statement (Chief Financial Officer).

	Compliance Manager & Audit & Risk Officer
	· Maintenance of Council policy and procedures for risk management.
· Ensuring risk management policy and arrangements comply with legislation. 
· Coordination of corporate risk register, including drafting of SMT and Committee reports on risk management.
· Monitoring of compliance with risk management policy, including service risk registers.
· Provision of risk management advice, support and training to MEABC managers / staff.
· Provision, distribution and maintenance of risk register templates / guidance.

	Tier 3 Managers/Assistant Directors
	· Management of key service risks relating to their areas of responsibility, including monitoring the application of controls and implementation of risk actions.
· Monthly review of service risk registers relating to their areas of responsibility.
· Monthly review of major project risk registers relating to their areas of responsibility.
· Embedding risk management processes in their service areas

	Managers / staff
	· Day to day responsibility for managing risk, including the application of control procedures.
· Supporting Tier 3 managers and Directors in the management of risk.
· Understanding their accountability for individual risks. 
· Understanding how they can enable continuous improvement of risk management and risk awareness.
· Reporting systematically and promptly to their manager on any perceived new risk or failure of existing control measures. 

	Internal Audit
	· Periodic assurance reviews of the Council’s risk management policy and processes and the management of key corporate risks.
· Annual, independent assurance to Audit & Scrutiny Committee on the Council’s risk management, governance and internal control arrangements.

	External Audit
	· Identifying and assessing risks of material misstatement in financial statements
· Assessing the effectiveness of internal controls to prevent or detect material errors.
· Communicating findings, including significant risks and control weaknesses, to those charged with governance.



 
Risk Management Strategy and Framework  
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	 	2 
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This risk appetite statement sets out the level of risk we are prepared to tolerate or accept in the pursuit of our objectives. It should be used to inform / guide decision-making and responses to risks.

	Risk Category
	Risk Description  
	Risk Appetite  
	Commentary

	Strategy Risks  
	Risks arising from identifying and pursuing a strategy, which is poorly defined, is based on flawed or inaccurate data or fails to support the delivery of commitments, plans or objectives due to a changing macroenvironment (e.g. political, economic, social, technological, environment and legislative change).
	Minimal. Guiding principles or rules in place that minimise risk in organisational actions and the pursuit of priorities.

Organisational strategy is refreshed at 4–5-year intervals.
	Council has a minimal appetite in relation to strategic delivery risk and aims to ensure effective delivery of the Council’s strategy and commitments in line with agreed timeframes.

Strategic delivery is monitored through the ongoing performance reporting processes and established Council governance processes.

Directors and Managers are expected to establish appropriate monitoring and oversight controls to ensure that their strategic and service delivery objectives are achieved in line with the overarching Council strategy.

	Governance 
Risks  
	Risks arising from unclear plans, priorities, authorities, and accountabilities, and/or ineffective or disproportionate oversight of decision-making and/or performance. 
	Cautious. Willing to consider actions where benefits outweigh risks. 

Processes and oversight/ monitoring arrangements enable cautious risk taking. 

Controls enable fraud prevention, detection, and deterrence by maintaining appropriate controls and sanctions. 

	Council has a cautious risk appetite in relation to governance risks and will comply with its established governance arrangements (e.g. including scheme of delegation; levels of authority; and Codes of Conduct etc.).

	Operations 
Risks  
	Risks arising from inadequate, poorly designed, or ineffective/ inefficient internal processes resulting in fraud, error, impaired customer service (quality and/or quantity of service), non-compliance and/or poor value for money. 
	Open. Innovation supported, with clear demonstration of benefit/ improvement in management control. 

Responsibility for non-critical decisions may be devolved. 
	Council has an open risk appetite in relation to operations risks. 

Operational delivery is monitored through the ongoing performance reporting processes and established Council governance processes. 

	Legal Risks  
	Risks arising from a defective transaction, a claim being made (including a defence to a claim or a counterclaim) or some other legal event occurring that results in a liability or other loss, or a failure to take appropriate measures to meet legal or regulatory requirements or to protect assets (for example, intellectual property).
	Cautious. Want to be reasonably sure we would win any challenge. 
	Council has a cautious appetite in relation to legal risks. 
 
Council aims to comply with applicable regulatory and legislative requirements to the fullest extent. 
 
SMT and Managers are expected to implement appropriate controls to ensure ongoing compliance and identify; report; and resolve breaches when they occur.


	Property Risks including Health and 
Safety   
	Risks arising from property deficiencies or poorly designed or ineffective/ inefficient safety management resulting in noncompliance and/or harm and suffering to employees, contractors, service users or the public. 
	Minimal. Recommendation to follow strict policies for purchase, rental, disposal, construction, and refurbishment that ensures producing good value for money.

	Council has a minimal appetite for property risks including health and safety.

Health and safety management is monitored through the ongoing performance reporting processes and established Council governance processes. 

	Financial Risks  
	Risks arising from not managing finances in accordance with requirements and financial constraints resulting in poor returns from investments, failure to manage assets/ liabilities or to obtain value for money from the resources deployed, and/or noncompliant financial reporting. 
	Minimal. Only prepared to accept the possibility of very limited financial impact if essential to delivery. 
	Council has a minimal appetite for financial risks, and may be prepared to accept some risk subject to: 
· Setting and achieving an annual balanced revenue budget in line with legislative requirements. 
· Maintaining a General Fund reserves balance in line with legislative requirements. 

Council’s financial risk is set out in various documents including the Scheme of Delegation, Standing Orders, Committee Terms of Reference, and Delegated Functions; and the Financial Regulations and is also supported by the controls embedded in established financial technology systems. 


	Commercial 
Risks  
	Risk arising from weaknesses in the management of commercial partnerships, supply chains and contractual requirements, resulting in poor performance, inefficiency, poor value for money, fraud, and/or failure to meet business requirements/ objectives. 
	Open Innovation supported, with demonstration of benefit/ improvement in service 
delivery. 

Responsibility for non-critical decisions may be devolved  

	Council has an open appetite to commercial risks. 

Council has an established procurement strategy & policy and processes that are aligned to the Procurement Act 2023. 

	People Risks  
	Risks arising from ineffective leadership and engagement, suboptimal culture, inappropriate behaviours, the unavailability of sufficient capacity and capability, industrial action and/or non-compliance with relevant employment legislation/HR policies resulting in negative impact on performance. 
	Open  
Prepared to invest in our people to create innovative mix of skills environment. 

Responsibility for noncritical decisions may be devolved. 

	Council has an open appetite to people risks. 

	Technology 
Risks  
	Risks arising from technology not delivery the expected services due to inadequate resilience. 
	Eager. New technologies viewed as a key enabler of operational delivery. Agile principles are embraced. 
	Council has an eager appetite for technology risks. The risk appetite applies to both Council’s technology networks; cloud-based applications used to support delivery of services; and processes where manual documents are used and retained. 
 
Target risk is managed through ongoing use of inbuilt technology security controls such as user access; encryption; data loss prevention; firewalls; and ongoing vulnerability scanning and a range of technology security protocols and procedures. 

SMT and Managers are responsible for ensuring ongoing compliance with security protocols and procedures. 


	Project/ 
Programme 
Risks  
	Risks that change programmes and projects are not aligned with strategic priorities and do not successfully and safely deliver requirements and intended benefits to time, cost and quality. 
	Open  
Innovation supported, with demonstration of commensurate improvements in management control. 

Responsibility for non-critical decisions may be devolved. 

Plans aligned with functional standards and organisational governance. 

	Council has an open appetite to project/ programme risks. Such initiatives should support strategic delivery; improved organisational capability and service delivery; or improvements to across the Council’s operational property and technology estates and infrastructures. 
SMT, Managers and project managers are expected to design; implement; and maintain appropriate programme and project management and governance controls to manage these risks. 

	Reputational  
	Risks arising from adverse events, including ethical violations, a lack of sustainability, systematic or repeated failures or poor quality or a lack of innovation, leading to damages to reputation and/ or destruction of trust and relations. 
	Cautious  
Appetite for risk taking limited to those events where there is little chance of any significant repercussion for the organisation. 
	Council has a cautious appetite to isolated reputational risk. The Council recognises that, as a large organisation delivering a wide range of complex services to the public and directed by Elected Members, it is likely to suffer occasional reputational damage. 

SMT and Managers are expected to implement appropriate controls to prevent significant or systemic reputational damage and identify and address issues when they occur. 




a. Identify risk (See 8.2)


b. Assess risk
(See 8.3)


c. Respond to Risk: 
Treat / Transfer / Tolerate / Terminate (See 8.4)


d. Monitor and Report (See 8.5)
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The following diagram summarises the ‘three lines of defence’ approach to managing and getting assurance on the management ofkey
risks. The lines do not operate in sequence, but should complement one another. Primary responsibility for managing risks lies with
management (line 1), - who must establish and maintain appropriate controls. Line 2 (Oversight) is a process whereby there is owersight
of the management of the risk. Line 3 is periodic, independent assurance on the management of the risk. There may also be external
audit / regulatory assurance, though this is not normally management led, and is insufficient to rely upon as it may point toa failure in
the other lines of defence.
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